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Overview

The Webroot Kaseya VSA Cloud Module is designed to increase operational efficiency by tightly integrating Webroot
SecureAnywhere Business Endpoint Protection (WSAB) as a module into the Kaseya VSA Cloud Platform, while
complementing the advantages available within the Webroot Global Site Manager console (GSM).

The Kaseya VSA Cloud Module offers powerful features including manual & auto-deployment options, auto-discovery,
overview dashboards, detailed endpoint statistics for fast troubleshooting, Webroot agent commands, actionable alerts, and
threat history.

The Module is designed to be extremely easy to install, requiring only a few clicks. It's intuitive to use, with helpful hints
throughout; however, we recommend you read through this guide before deployment. This module is in complete compliance
to all third party integration definitions for Kaseya VSA Cloud version 9.5 and up.

If you have any suggestions please contact your Webroot representative, alternatively you can post suggestions or
comments in our Kaseya Partner Group community here.

What’'s New with Version 2.0

New Features
o Fully configurable, granular, GUI-driven auto-deployment management
o Flexible, easy-to-set deployment exclusion management

e  Multi-tier Kaseya Organization and Group management

Enhancements
o Improved in-product messaging dashboard

e Increased efficiency and & shorter response times

Prerequisites
e This guide.
e One of the following:

o A Webroot GSM Super Admin account
o Atleast one Webroot SecureAnywhere site key

Note: If you are a first-time Webroot user, please complete your GSM account setup before going any further. For
more information, see Creating Webroot Accounts.

e For MSPs, we recommend setting up each of your customers as different Sites within Webroot GSM; allocating one
Site Key per customer.

e Kaseya VSA Cloud Version 9.5 and up.
o Kaseya administrator account.

e The latest Webroot.vsaz installer, is available here.
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Installing Webroot Kaseya VSA Cloud Module

If you have met all the prerequisites, use the following procedure.

To install Webroot Kaseya VSA Cloud Module:

1.

Download the Webroot Kaseya VSA Cloud Module Webroot.vsaz file here. You can also get the latest module from

Kaseya Automation Exchange under Webroot Kaseya Cloud Module.
Download the installer package to your device.

Webrootrsar

IMPORTANT NOTE: Please ensure the downloaded file is named Webroot.vsaz before proceeding to the next step

(any other file names, such as “Webroot (1).vsaz” will NOT work).

Within your Kaseya VSA Cloud Console, select System > Server Management > License Manager.

User settings
System Preferences

User Security
Orgs/Groupa/Depta/Staff
Server Managerment

Default Settings

‘m '

Import Conter

Click the Third Party tab.

Kaseya VSA Professional

| —)

Tenart Name Apphcation Name Compary Name

Click the Install icon.

Kaseya VSA Professional

— O e [ o | e

el I
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6. Use the Browse File button to locate downloaded VSAZ file.
7. Click the Next button to install.

Ingtall Application ﬂ Elﬂ

Please sebect a .vsaz file to stan the registration process.

8. Click the Next button.

9. Click the Next button.

mstall Agpbeaton [ 7 [o] x]
Instructions

Please enter the value for your custom Selds
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10. When you see the Agent Procedures to be installed window, click the Next button.

T (7 1o]x]

~

Agent Procedures 10 be installed
Webroot Uninstall Script -
WR_Mac_lestall

ServiceDesk Defiitions 1o be nstalled
There are no Service Desk Definition 10 be installed

Aert Definitions 10 be installed
There are no Alerts 10 be installed.

11. Click the Finish button to complete the installation.
it Ao [ 1s]x]
Webroot Inc.
wWESROOT

Youre module is ready 10 be activated®

Clck Firvsh 10 regester your module with the provider and R for use

- G

12. Once installed, refresh the browser. You will be able to see the Webroot Module when you navigate to the bottom of the
tree.

Q kg

Q Time Tracking
&

vPro

(@ e )
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Controlling Access to Webroot Settings

As needed, you can control an admin’s access to Webroot settings. We recommend that you allow access to only those
admins who will make GSM parent keycode assignments.

To control access to Webroot settings:

1.

2.

3.

From the main menu, select System > User Roles.

User settings
System Preferences

User Security

Users

( User Roles )

Machine Roles

In the Role pane, select the role you want to apply the permissions to.

0 New Copy Permissions

THE RIEE &I N e

B Admin
SD Admin

In the Set Role Access Rights pane, click the Access Rights tab.

e (e )

Role Type

i 4 of1 # k|

|:| User Name

c Assign e Remove c Refresh
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4. Inthe Access Rights tab, click the Set Role Access Rights button.

Members _[ Role Type W
.:!__5‘ Set Role Access Righ‘tﬁ

|_ Expand All | | Collapse All

= a Master
®  Anti-Malware

5. From the list, select Master > Webroot to expand the list.
6. Select the checkboxes next to the areas that you want to allow access to.

Webroot

Main

Overview

Deployment & Status Dashboard
Webroot Settings

Set Role Access Rights

4 Webroat -
= [J] Main
[¥] Overview m
[¥] Deployment & Status Dashboard
= [J] Configuration
[¥] Webroot Settings -
Ok Cancel
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7. When you're done, click the OK button.

Set Role Access Rights ﬂ E B

3 (7 Webroot -
= [J] Main
Overview u

Deployment & Status Dashboard
3 [J] cenfiguration
Webroot Settings
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Getting Started and Deployment

The user interface within the Kaseya Module is designed to be easy to use and is broken down to three main menu items:

e Overview - Basic guide to steps required. See the Overview Menu.

o Deployment & Status Dashboard - Allows simple GUI-driven deployments and menus for detailed status view as well
as agent commands. See Webroot Business Agent Deployment.

o Webroot Settings — Webroot specific settings, such as site or default keycode, Webroot console access, and auto
WSAB adoption wizard. See Adopting Existing Webroot Business Agents .

g_ Webroot

W Main

v Configuration

Alert Settings

Overview

Deployment & Status Dashboard

Webroot Settings

Overview Menu

The Overview menu is a very basic guide to the steps required to deploy and maintain your Webroot installation.

Organizabons must be
assgned with a unique
Webroot Site Key. The
Webroot Site Key can be

crealed by ciclang “Webroot
Settings\My Webroot™ Afler
signing-in, the Webroot
Global Site Manager allows
you fo create multipie
“Stes\Organizabons”, eoch
with s own keycode
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chient, solect the target
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“Uninstall” bution.

O Uninstallation wil not
Deoactvate/Retre agents
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endpoints
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The major version info for the plugin is located in the upper right corner.

= Q search Navigation o Click to view Webroot plugin help

@ Webroot

o Overview £+ Webroot Plugin Info = Admin Data Sync Webroot Plugin Version: m
= Main

Deployment & Status Dashboard

o Configuration

WEBROOT DEPLOYMENT SMART

Webroot Settings
SETTINGS AND STATUS ACTIONS VIEW

Alert Settings

m Agent

For additional information about the Webroot plugin, click the Webroot Plugin Info tab.

Q. search Navigation o Click to view Webroot plugin help

Webroot
e Overview ( ¥ Webroot Plugin Info ) = Admin Data Sync Webroot Plugin Version: m

Main

Deployment & Status Dashboard

a

- Configuration

Webroot Settings WEBROOT DEPLOYMENT SMART
SETTINGS AND STATUS ACTIONS VIEW
Alert Settings

m Agent

This displays information about the version of the Webroot.vsaz file and the Cloud Module Version.

o Click to view Webroot plugin help

Qverview ¥ Webroot Plugin Info Webroot Plugin VSAZ Version: m
Webroot Plugin V5AZ Version 15

Webroot Kaseya Cloud Module 20210502

Version

Plugin Version Notification

If you have an older version of the Webroot.vsaz file that needs to be upgraded, you will be notified of a New Plugin Version
within the Overview Page until you upgrade. Included in the notification is a link to the Kaseya Automation Exchange
Webroot Cloud page, where you will find links to documentation, release info and the link to the latest Webroot Plugin
Registration file.

% New Plugin Version! Click New version 1.6 to download the latest Webroot.vsaz file and upgrade from 1.5

Click Webroot Module Information for upgrade instructions.
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Admin Data Sync

To improve plugin responsiveness, an updated mechanism has been added that prefetches information, per admin. The
sync is performed automatically if the admin is logged in and the data is more than 2 hours old.

Q. search Navigation o Click to view Webroot plugin help

‘Webroot
Overview 4 Webroot Plugin Info (( = Admin Data Sync Webroot Plugin Version: (&)

Main

Deployment & Status Dashboard

» e

= Configuration

Webroot Settings WEBROOT DEPLOYMENT SMART
SETTINGS AND STATUS ACTIONS VIEW
Alert Settings
a Agent

Clicking on the Admin Data Sync tab will open up the panel below.

o Click to view Webroot plugin help

Overview ¥ Webroot Plugin Info 5 Admin Data Sync

(0 tatnew .| Srores|

Sync Name Admin Scope  Time Data Results Status

Agents System 42172020 10:44 AM 10002 out of 10002  Success
Machine Groups ~ System 4/21/2020 11:01 AM 11 out of 11 Success
Organizations System 412172020 11:01 AM 6 out of 6 Success

A button to trigger a manual sync is on the admin data sync tab if needed. It will warn you if a sync process is already
running. This page will update every 5 seconds when a button is pressed to give you feedback. We suggest not changing
admin Scope or logging out while this process is running, otherwise the process will fail.

The Agent Sync Process is automatically triggered when the administrator accesses the Deployment & Status Dashboard.
The AGENT Sync information is shown within the top messaging portion of the dashboard.

NOTE: Other messages may also be shown within Webroot product messaging window.

\VSA on | x

AGENT Sync: Last Update: 4/21/2020 10:44 AM; Admin Scope: System; Data: 10002 agent(s); Status: Success

Q, search Navigation

Machine ID Q < All Groups > v
(™
\%) webroot QA

ot £  Install £ Uninstall = Refresh Agent Commands =
- aim

Overview IH
L ' @ Status Machine.Group ID Hostname
Deployment & Status Dashboard
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Webroot Business Agent Deployment
¢ Configuring and obtaining a unique Webroot site key. See Configuring and Obtaining a Unique Webroot Site Key.

o Deploying Webroot Business agents through the Kaseya module. See Deploying Webroot Agents via the Kaseya
Module.

¢ Viewing installation and dashboard-level Webroot agent status. See Viewing Installation and Dashboard Level Webroot
Agent Status.

Note: If you have an existing Webroot Business deployment, you can adopt already installed endpoints into the Kaseya
Module. For more information, see Adopting Existing Webroot Business Agents.

Configuring and Obtaining a Unique Webroot Site Key

To configure:

1. The Kaseya administrator must enter a valid Webroot site key, generated in the Webroot GSM, that matches the
organization or group in the Kaseya VSA.

— F_|Iter View o Service Admin: test01
- (®) Organizations
7@ Webroot QA Groups
Main
w My Webroot Fo Refresh
Overview
Deployment & Status Dashboard - (D ke
W | # | [ | Instal OrgiGroup Webroot Site Key
Configuration
' R v S ACME Solicitors [ WEBR-00T1-SITE-KEY1-1111
Webroot Settings
w # & Global Exports WEBR-00T2-SITE-KEY2-2222
Alert Settings

To obtain a unique site key:

1. From the main menu, select Webroot > Webroot Settings.

@ Webroot QA
Main
Overview

Deployment & Status Dashboard

Configuration

Webroot Settings
Alert Settings
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2. Click the My Webroot tab.

— Filter View
= Q search Navigation ) Service Admin: test01
@ Organizations
@ webroot oA Groups
ot Main
A My Webroot = Refresh
Overview
Deployment & Status Dashboard y ) Auto i i
W # (& Install Qrg/Group Webroot Site Key
i Configuration

ACME Soliciters WEBR-OOT1-SITE-KEY1-1111

Global Exports WEBR-OOT2-SITE-KEY2-2222

7 @
Webroot Settings m / [: v
i w s e
Alert Settings

The Webroot SecureAnywhere login page displays.

WEBROOT

SecureAnywhere
= ]

Login

Create Account

Email or Phone

@

Password Forgotten Password?

3. Log in using your Webroot credentials and selected 2 factor authentication

4. From the main panel, browse to your GSM console and create a new site that matches the organization in in the Kaseya
VSA.

WEBROOT
Dashboard Admins Groups Policies Qverrides Alerts Reports Settings
Sites
10 Sites Accessible | 10 Total
Status & Site = Devices £ Site Seats &
Protected ACME Solicitors Manage | @2 @ 2 5
Protected Corsair Inc Manage | @& 1 5
Protected Global Transport Inc Manage | @w | O 10
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5. Once the new site has been created, click on the corresponding key icon

WEBROOT

SecureAnywhere

Dashboard Admins Groups Policies Qverrides Alerts Reports Settings
Sites
10 Sites Accessible | 10 Total

Catis ait cviras & Cite Sants
Status £ Site = Devices Site Seats &

Protected ACME Solicitors Manage 2 5
& Protected Corsair Inc Manage | G 1 5
& Frotected Global Transport Inc Manage | @@ O 10

6. In the Sites panel, copy the keycode from the Keycode column for that GSM site.

WEBROOT

SecureAnywhere

Dashboard Admins Groups Policies Overrides Alerts Reports Settings

Sites
10 Sites Accessible | 10 Total

Site < Devices £ Site Seats &

@& Protected ACME Solicitors AB12-ABCD-AB12-AB12-AB12 5
@& Protected Corsair Inc Manage | Cv 1 5
@ Protected Global Transport Inc Manage | @2 O 10

7. In Kaseya, from the main menu, select Webroot > Webroot Settings.

@ Webroot QA
Main
Overview

Deployment & Status Dashboard

Configuration

Webroot Settings

Alert Settings

o The Filter View pane displays Organizations as default. You can select the Groups radio button, as needed.
o The Filter View pane allows you to filter by organization or group, which lets you assign Webroot site keycodes to
Kaseya Organizations or Groups.

Filter View
l@) Organizations

Groups

a My Webroot = Refresh
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8. For the organization or group that you want to edit, click the Edit icon.

— Search Navigation FJIter View o Service Admin: test01
- o T @) Organizations
_@ Webroot QA Groups
Main
A My Webroot = Refresh
Overview
Deployment & Status Dashboard - o 12
W | # | | nstal QOrg/Group Webroot Site Key
Configuration
ya ) ACME Solicitors WEBR-OOT1-SITE-KEY1-1111
Webroot Settings

w # & Global Exports WEBR-0OOT2-SITE-KEY2-2222

Alert Settings

The Edit Organization Settings window displays the Organization field already populated.

Edit Organization Settings

Organization

‘ ACME Solicitors

Webroot Site Key

trigger Webroot Client Installation on all agents within the selected Org/Group and sub

9. Inthe Webroot Site Key field, paste the keycode that you copied from the GSM console in step 5.

Edit Organization Settings

Qrganization

‘ ACME Solicitors

Webroot Site Key

[ WEBR-00T1-SITE-KEY1-1111 ] s
[ Auto Install
Enabl il‘;‘ Auto Install w trigger Vebroot Client Installation on al agents w ithin the selected C rg. Sroup and sub

groups.

10. To enable Auto Install of Webroot agents within the selected Org/Group, Click Auto Install check box.
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Edit Organization Settings
Qrganization
ACME Solicitors

Webroot Site Key

WEBR-COT1-SITE-KEY1-1111

Auto Install

IMPORTANT NOTE: If you do NOT want Webroot agents deployed on every single Computer in this Org/Group, please
Exclude specific Computers within the Deployment & Status Dashboard PRIOR to setting Auto Install. See Auto
Deploy Exclusions section below.

11. Click the Submit button to commit the key to the organization.

Note: If you do not have a GSM or if you use a single Webroot site key to manage all your organizations, you can use
the same key on all Orgs/Groups within the Kaseya Module. We recommend a site key per Organization, unless you
have very small organizations consisting of one or two seats.

12. If Auto Deploy has been selected within an Org/Group in Webroot Settings, the Org/Group computers will show the Auto
Deploy gear icon £¥ within the Deployment & Status Dashboard

_\.tl Webroot QA
Main
Overview
Configuration
Webroot Settings

Alert Settings

Machine ID ACME Solicitorsi v
& Install #  Auto Install » L Uninstall s Refresh Agent Commands ~
o I Attention Activ|
U @ Status Machine.Group ID Hostname Required  Infected Policy Threa|
O [ 1] £2d vrathwinz840.root. 1010 VRATHWLNZ840.qa.local
0O T @ [ ’vramwlnzszls group- VRATHWLNZ849 No No Yes
- Installed a.root 1010
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Auto Deploy Exclusions

You can create Auto Deploy exclusions to prevent Webroot agent installation on specific Computers, even if Auto Deploy
has been selected for Org/Group. We added the ability to exclude specific Computers within the Deployment & Status

Dashboard.

To exclude specific Computers:

1. From the main menu, select Webroot > Deployment & Status Dashboard

_@ Webroot QA
Main
Overview
Configuration

Webroot Settings

Alert Settings

2. Select the Org/Group from the drop down menu

@ Webroot QA
Main

Overview

Configuration

Webroot Settings

Alert Settings

Deployment & Status Dashboard

X Install

Machine ID |ACME Selicitorsi I ~ < No View =
#  Auto Install ~ X Uninstall = Refresh Agent Commands ~
|H Attention
@ Status Machine.Group ID Hostname Required  Infected

vrathwinz840.root. 1010 VRATHWLNZE40. qga.local

(1] vrathwinz849 group- VRATHWLNZS49

a.root. 1010

Activ|

Policy Threal

Note: At this stage Auto Deploy has NOT yet been checked within the Webroot Settings and Webroot agents have NOT

been deployed.

3. Select Computer or Computers to be excluded from Auto Deploy and select Exclude from the Auto Deploy drop

down menu.

0 Webroot QA
Main

Overview

Deployment & Status Dashboard
Configuration

Webroot Settings

Alert Settings

X Install

Apply Excludefinciude of Auto ¥
Install for selected machines.

ACME Solicitorsi ~

#  AutoInstall = X Uninstall = Refresh Agent Commands ~
Exclude Attention
Include Machine.Group ID Hostname Required  Infected
] vrathwinzs40 root 1010 VRATHWLNZS40 ga local
] vrathwinz849 group- VRATHWINZ849
aroot 1010

< No View =

Activ|

Policy Threa
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The Deployment and Status Dashboard will display all Auto Deploy Excluded Computers, indicated by the Auto
Deploy Excluded icon @

Machine ID Q ACME Solicitorsx v < No View = v
@ Webroot QA
YEfiT & Install #  AutoInstall = X Uninstal Z  Refresh Agent Commands v
Overview . 1k Attention Activ|
uJ O @ Status Machine.Group ID Hostname Required  Infected Policy Threa|
Deployment & Status Dashboard
™ ]
Configuration 0O e L @ \vramwlnzsm 0011010 VRATHWLNZS40 ga local
DSOS des O o " viathwinzB49.group- VRATHWLNZS49
Alert Settings 2.r00t1010

4. If Auto Deploy has been selected within an Org/Group in Webroot Settings, the Org/Group computers will show the
Auto Deploy gear icon %F

Machine ID Q ACME SolicitorsX v < No View = v
@ Webroot QA
BT e Install #  Auto Install = a8 Uninstall = Refresh Agent Commands
Overview o I Y Attention Activ|
U [ ] @ Status Machine.Group ID Hostname Required  Infected Policy Threa|
Deployment & Status Dashboard
— -
e O ° " @ vrathwinz840.r00. 1010 VRATHWLNZ840.qa.local
pEEbicoLSEHTnTS 0 ° " @ o /\tramwlnz&ts group- VRATHWLNZ849 No No Yes
Alert Settings Installed a.root. 1010

Note: It will take around 2 hours to Auto Deploy computers
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Adopting Existing Webroot Business Agents

If you have existing WSAB deployments and want to adopt those endpoints, use the following procedure.

To adopt existing agents:

1. From the main menu, select Webroot > Webroot Settings.

_@ Webroot QA
Main
Overview
Deployment & Status Dashboard

Configuration

Alert Settings

Webroot Settings

2. Forthe row that lists the organization or group that you want to adopt, click the Wizard icon.

Search Mavigaticn

Main
Overview
Deployment & Status Dashboard

Configuration

Webroot Settings

& My Webroot == Refresh

o
E| 2
«
/7 @
7 @
7 @
7 &
-/ &

ACME Solicitors
console-uk
derbytest
mac_os

myOrg

Organization

Webroot agents will be automatically discovered and pulled into the Kaseya Module. If the machine is online and, if
there are no other agent procedures queued on that machine, it will happen within five minutes.

Note: Adopted Webroot endpoints that were initially installed manually, using Webroot installer executable (.exe), can
only be uninstalled from within the Webroot console.
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Deploying WSAB agents is very easy, provided a Kaseya agent is already installed. The site keycode for the group or
organization containing these agents must be selected to display the Kaseya endpoints in the Deployment & Status

Dashboard.

To deploy Webroot agents:

1. From the main menu, select Webroot > Deployment & Status Dashboard.

W

g
Main

Overview

@eplayment & Status DashbnarD

Configuration

Webroot Settings

2. Do one of the following to deploy WSAB agents to just one endpoint or a range of endpoints.

o Toinstall WSAB agents on all endpoints in the filtered view, select the checkbox at the top of the column, and click

the Install button. All endpoints are selected and installed.

lE

@

X |Instal X  Uninstal

_- Refresh

Machine.Group 1D

e Toinstall WSAB agent on an individual Kaseya endpoint, select the checkbox of for the target endpoint, and click

the Install button.

1

0 (W]
O -

= Refresh

Machine.Group ID

Progress during the installation process is indicated by an Installing status. Once the installation is complete, the
installation status will change to Installed.
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To uninstall individual endpoints, select the checkbox for the target endpoints, and click the Uninstall button.

£ 3 Install =  Refresh
1
O
. -
H e

@ Machine.Group 1D

Viewing Installation and Dashboard Level Webroot Agent Statuses
Once the desired WSAB agents are installed, you will be able to see their status at a glance.

L S S Lo S D WA e S

3 o o © 9 o
i 000000

Different operating systems for endpoints are identified by the following icons:

Icon ‘ Description ‘
| Windows OS
[ Mac OS

e The interval to check for changes within the managed agents is one hour.

"
1
Attention
'@‘ & Machine. Group ID Hostname Risquired
=
o
=
o
[
o
o [ ] @ AYes
o * @ .
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Indicators in the Deployment & Status Dashboard

Red W

If the endpoint is in an undesirable state, for example, if the endpoint is in an Attention Required state, the W icon is red. In
addition to the Attention Required state, the W icon will be red if the agent is failing to retrieve status and threat information.

& Instal X Uninstall 2 Refresh
13
Attention
@ & Machine Group ID Hostname Required
=
O
=
O
L}
L&)
- AYes
o *(@
MNo
o " @

Warning Icon in Kaseya Agent Refresh Column

If an endpoint doesn’t respond within three days or fails to gather data from the endpoint, the system alerts the administrator
by a red triangle with an exclamation point in the center. This symbol will display in the Kaseya Agent Refresh column.

Last Kaseya

A
pats Scan Last Agent Installation
pved Date Seen Refresh IP Address Status

00:10:01  00:21:53 10:47.06 Installed
14-Mar- 14-Mar- 14-Mar-
2017 2017 2017
0 080001 080228 084220 Installed
14-Mar- 14-Mar- 14-Mar-
2017 2017 2017
0  16:0000 16:33:32 Instalied
28-Feb- 28-Feb-
2017 2017
0 024100 024909 Installed

10-Mar- 10-Mar- 13-Mar-
2017 2017 2017
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Running Webroot Agent Commands

You can run Webroot Agent Commands on one or more Webroot Agents from the Deployment & Status Dashboard.
To run Webroot Agent Commands:

1. Go to Webroot > Main > Deployment & Status Dashboard.
2. Select the endpoints you want to run the commands on.

EE] @ @ @ = Machine ID Q adoption-test-side.|&€ v < No View > v
Search Navigation Fel
L& Install FA Uninstall = Refresh Agent Commands +
W Webroot
IF Attention Active Threats
5] ‘ @ Status Machine.Group ID Hostname Required Infected Paolicy Threats Removed
Main
= @ Installed vrathwinz585 level_01.adoption- VRATHWLNZS585 No No Yes 0 1
B0 ES @ ' test-side
pl & Status Dashboard @ ] @ Installed vrathwinz490 level_01 adoption- VRATHWLNZ490  No No Yes 0 0
. test-side
Configuration
(] [} vrathwinz580.level_01. adoption- vrathwinz530
Webroot Settings e [ ] test-side
3. Click the Agent Commands button
4, Select the command, for example, Deep Scan.
Eg @ @ @ = Machine ID Run a Webroot Agent Command  FERRYF I < No View > v
on selected machines.
Search Navigation yel
& Install L Uninstall = Refresh Agent Commands ~
- it}
W Webroot
@ It Update Now Attention Activé|  Threats
g Status Machine.{ e Required  Infected  Policy = Threats  Removed
wain =
- 7] = @ Installed  wiathwinzsgslew  Fun Cleanup 2585 Mo Ne Yes 0 1
verview [ ] testside Full Scan
| Fhoard L —
Dep & Status D vl ™ @ Installed  wrathwinz490 level_01.adoption- ~ VRATHWLNZ490 Mo Ne Yes 0 0
. o testside
Configuration
(m] = vrathwinz580.level_01.adoption- vrathwinz580
Webroot Settings - . test-side
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Launching Live Connect

The administrator can, as needed, validate the success of the Agent Procedures that execute Webroot activities and collect
results.

To validate success:

1. In the Deployment & Status Dashboard, click on the green circular icon to directly get remote access to the selected
device.

E3 Install X Um‘ns!J

o @
@I@ec

Launching Live Connect

Mot Connecting? Download App.
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Detailed Webroot Agent Status & Agent Commands

If you need detailed analysis of a specific WSAB agent or if you need to run WSAB Agent Commands, follow this procedure.

To generate analysis:

1. Click the desired W icon.

FDII@

The system displays detailed Webroot Agent Information.

w #4 WEBROOT AGENT INFORMATION & commanos TS

o 10:37:34 17-Mar-2017

REALTIME SHIELD ENABLED
REMEDIATION ENABLED
ROOTKIT SHIELD ENABLED
US8 SHIELD ENABLED
IDENTITY SHIELD ENABLID
WSA FIREWALL ENABLED
WEB SHIELD ENABLED
PHISHING SHIELD ENABLED

OFFLINE SHIELD ENABLED

10:00

02:44:03 10-Mar-2017

22664
a minute 03%557‘52 10”)'-72017

E
L}

02:45:05 10-Mar-2017

614

06:53:23 13-Nov-2018

2:44:03 AM 10-Mar-2017

10.36.16.105

2. From this pane, you can run various commands, such as Deep Scan Now or Run Cleanup Now. These commands are
executed within a few minutes.

Note: If Webroot agents are uninstalled and reinstalled, the Agent Status statistics are reset.

3. Click the List icon on the left side to view Webroot endpoint threat history.

w # WEBROOT AGENT INFORMATION & COMMANDS

=  10:43:56 17-Mar-2017

a |

Threat History

{b IELD ENABLED
REMEDIATICN ENABLED

ROOTKIT SHIELD ENABLED

USB SHIELD ENABLED

IDENTITY SHIELD ENABLED

WSA FIREWALL ENABLED
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Threat history information displays.

w = DEWICE LOGS

*

showing last 31 days

Event Time Infection File Name

@ i

Note: Webroot endpoint threat history is persistent and will be available via the Executive Reports, even if endpoints
are uninstalled or deactivated.

4. For additional Kaseya-based information, click the Expand arrow.

The system expands the Machine Info window, which is scrollable.

Machine Info

Current User:

Last Logged In User:

Operating System: Mac 05 X

05 Version: Mac 05 X 10.12.3 BldID: 16D32
Time Zane: UTC +1

Computer Name:

Domain/Workgroup: ?

DMNS Computer Name:

Country:

Connection Gateway:

BA B~ A
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5. To return to the Webroot Agent Information & Commands pane, click the Side arrow.

Curreni

Last Lo

Domai

7-Mar-2017

DNS Cq
Country
IPv6 Ad
IP Addr

Subnet
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Integrated Alarm Parameters with Kaseya Alert Actions

If any installations, uninstallations, persistent threats or endpoint status failures occur on any Webroot agent, the module
generates selected Kaseya Alert actions.

Note: To run alerts correctly Kaseya emails and ticketing must be set up, see section on Setting Up Kaseya Emails and
Ticketing section below.

= Q, Search Navigation Select Webroot Alerts
- Select the conditions for which you want to receive an alert
i Edit details...
@ T ) Install Failed -
i Uninstall Failed Edit details. .
“  Main =
Persistent Threat Edit details...
Oiamian Endpoint Status Failure Edit details...
Deployment & Status Dashboard .
Select Alert Actions
“  Configuration Select the actions to take when an enabled alert occurs

Webroot Settings Create Alarm

Run Script after alert on the machine the alert occurred

m AasH Select Agent Procedure

m Agent Procedures v m
@ Anti-Malware Send Email

Q Antivirus Email recipients (Comma separate multiple addresses)

A Audit !

@ Backup APPW

& Cloud Backup

The following alerts can be selected:

1- Install Failed — if the install of a Webroot agent fails, an alert will be generated.

2- Uninstall Failed - if the Webroot agent fails to uninstall, an alert will be generated.

3- Persistent Threats — if there is a persistent threat that has not been removed for a selected period
of time (0, 2, 4, 8, 16, 24) an alert will be generated.

4- Endpoint Status - If the agent procedure fails to gather information from the registry and can’t
load the status/data of the endpoint to the Webroot module server, an alert will be generated.

To set an alert:

1. From the Webroot menu, select Alerts Settings.

= O, search Navigation
@ Webroot
- Main

Overview

Deployment & Status Dashboard
. Configuration

Webroot Settings

Alert Settings
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2. Select one or more of the Webroot Alerts checkboxes, such as Persistent Threats.

= Q_ search Navigation Select Webroot Alerts
Select the conditions for which you want to receive an alert
@ webroat Install Failed
- Uninstall Failed
o Man Persistent Threat
CXepisu Endpoint Status Failure

Deploy t & Status Dashboard

Select Alert Actions

“  Configuration Select the actions to take when an enabled alert occurs

Webroot Settings Create Alarm

) Create Ticket
Alert Settings

Run Script after alert on the machine the alert occurred

m L Select Agent Procedure

m Agent Procedures v m
@ Anti-Malware Send Email

@ Antivirus Email recipients (Comma separate multiple addresses)

2 Audit !

@ Backup Apply

& Cloud Backup

3. Click on Edit details.

Select Webroot Alerts
Select the conditions for which you want to receive ¢
Install Failed Edit details.

Uninstall Failed
Persistent Threat
Endpeint Status Failure
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4. Modify the Alert Details as necessary the click on Save.

Edit Alert Details - Persisient Threat

Alert re-arm interva

Enable additional alerts of this type from an endpoint after | 4 ¥ | hours.

Alert Template
Customize the template for the alert.

Alarm Summary / Ticket Summary / Email Subject

| Active Threats on <id>

Alarm Message / Ticket Note / Email Body

Active Threats on <id> at <ts> (UTC).
Latest Threat: <wr-lt=

Awailable template parameters

Key Description

<id> endpoint on which event
occured

<ts> dateftime (in UTC) at which
alert is sent

<wr-It= Webroot Latest Threat seen

") Restore Defaults

Note: Alerts for Endpoint Status Failure and Persistent Threats have a re-arm time of 0, 2, 4, 8, 16, 24 hours (if set to
“0” the alert check cycle is once per hour). For example, if the Endpoint Status fails on the hourly check it would create
an alert every hour, but with a selection of 8 hours, this alert would only trigger every 8 hours.

5. Select the relevant Alert Criteria checkbox, such as Create Ticket then click the Apply button.

= Q_ Search Navigation Select Webroot Alerts
- Select the conditions for which you want to receive an alert
@ webroot Install Failed Edit details...
"""" Uninstall Failed Edit details. .
- Main =
Persistent Threat Edit details...
Overview

Endpoint Status Failure Edit details. .

Select Alert Actions
Select the actions to take when an enabled alert occurs

Deployment & Status Dashboard
= Configuration

Webroot Settings Create Alarm

SR

[T Run Script after alert on the machine the alert occurred

E CEa Select Agent Procedure
m Agent Procedures W m
@ Anti-Malware Send Email
@ Antivirus Email recipients (Comma separate mulfiple addresses)
[ Audit !
Backu
2 P Apply
ﬁ Cloud Backup

Note: In order to receive Alerts via email, you must enter a valid email address.
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Setting Up Kaseya Emails and Ticketing

To setup the email capabilities, the outbound email must be setup within Kaseya System > Server Management >
Outbound Email

I - |

Edit £ Test
F e

= Q, Search Navigation

set-up lypes n

- Server Management

Default Settings

Default Sender
|7Ernail: Testl @gmail.com

License Manager
Import Center

System Log

Logon Policy

If you want tickets to be created within Service Desk, you must activate Service Desk within function Service Desk >
Common Configuration > Global Settings.

Service Desk Activation

-
= Activate or Deactivate Service Desk and edit the color configuration across
all service desks
Activate Service Desk?
— Color gurati
-

Hidden Notes Color:
Systemn Motes Color:
Task Motes Color:

Hidden Task Motes Color:

Normal Notes Color:
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Once you have activated Service Desk then you will need to create a desk definition. Once complete the tickets will be
generated.

Add Service Desk Definition

= Service Desk Definitions determine how tickets are managed and tracked. When
created, tickets are populated with attributes, values and reguiremenits from a
o service desk definition. To help you get started guickly, new service desk definitions
are created by copying them frem one of the templates, each configured to suppert a
typical service desk business process.

@ Use selected template

Definition Template*:

Mame*:
Description:

Prefix*:

Editing Template*:

Show Incident Notes Pane?

Paolicy:

Note: Depending on how you want to set up Service Desk, there may be other options you may need to enable. Please
refer to Kaseya for full details.
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If you do not want to use Service Desk, then make sure it's not enabled. Then by default the Webroot Plugin Alerts will
create tickets within the ticketing module.

o - o B . B
= q Machine ID:f | Q Apply Machine Group:| < All Groups > | View:| < No View > v | [#jEdit.. YReset
Gotof <SelectPage> | i< > show[10 | 26 machines
‘ Ticketing Open Tickets: 130 sort: O ascending [“Iautomatically submit on field changes ‘Submit
o Manaso Tickete Past Due: 101 ® descending Assignee: | < All Assignee > <
lan: = A
age | Closed Tickets: 0 Fiia] CHiEEaT: < All CHagoR = Fl
Create/View peaich Clear Priority: < Al Priority > =
<Last 10 Searches > 1~ SLA Type: < All SLA Type > (7]
Delete/Archive Dispatch Tech: | < All Dispatch Tech > =
Migrate Tickets Approval: < All Approval > [~
4 Configure Ticketing et MarkAlRead  SetField...] S=[<SelectPage> | Weigen  Change Highicht
N Poll g egory Status Priority SLA Type Dispatch Tech Approval Hours Worked Last Modified Date Creation Date Due Date
otify Policy
Access Policy
Assignee Policy
Due Date Policy
Edit Fields
Email Reader
Email Mapping
E Agent
m Agent Procedures W
@ Anti-Malware
. BT
@ Antivirus
[E  Audit [0 @ Active Threats on wadmins-macbook-pro da-org0
@ Back 2! cbook-pro.root.b... i ication problemd Open High  None No Not required 0.0 7:10:54 am 4-Jun-19  7:10:54 am 4-Jun-19  7:10:54 am 11-Jun:
ackup
@ Cloud Backup 628 root.brada-or... i ication problem Open High  None No Not required 0.0 7:07:54 am 4-Jun-19 7:07:54 am 4-Jun-19 7:07:54 am 11-Jun:
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Disclaimer

While every effort has been made to maintain document accuracy, product version updates may change or alter functionality
and look of the screen shots. Please report document omissions or issues to your Webroot representative or post your
comments in our Kaseya Partner Group here.

This document is intended as a Getting Started Guide. For more information and product best practices, please contact your
local Webroot representative.
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